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Principles for the Safer Use of Connected Devices and 

Online Services by Children and Young People in the EU 

  

 

Following the launch of the “Principles”, Vodafone has been working to implement the provisions according to its 

services and/or products. 

 

 The Principles aimed to ensure that Signatories: 

  

· Encourage the development of innovative approaches which enhance safe use of the technology by children 

and young people 

 

· Encourage the empowerment of parents and carers to protect children and young people engaged in online 

activity through education and advice 

 

· Promote users’ awareness of information and tools to help keep themselves safer online and of their 

obligations to behave responsibly towards other users 

 

· Encourage the provision of easily accessible, clear and transparent information to help users understand in a 

timely way the conditions of use for the service they are using, including what is permitted in terms of 

acceptable behaviour and user-generated content   

 

· Seek to promote users’ awareness of how – and to whom – to report abuse and concerns, including – where 

available – specialised external agencies and law enforcement bodies. 

 

Introduction to Vodafone’s participation in the ICT Principles 

 

Vodafone has been addressing child protection online since 2002 and was the first company in the world 

to deliver an online child protection filter across a 3G mobile network in 2004 in the UK, which included 

integration of the Internet Watch Foundation (IWF) Child Abuse Material Block list. Subsequently, other 

Vodafone operating companies across Europe have adopted a similar approach. 

Delivering commercial content from the Vodafone portal ‘Vodafone live!’, such as Games, Music, Film, 

Chat & IM services and access to adult content, involved developing robust internal policies that were 

benchmarked against established public and regulatory standards, developing a framework for 

classification of content, and implementing parental controls across our markets.  

The launch of the Vodafone Guardian app in late 2011 is an example of the need to innovate in this area to 

address new online risks - simply protecting children from unsuitable adult content is no longer the main 

imperative; issues such as bullying and irresponsible behaviour also need to be addressed. Vodafone 

believes that technical solutions and education should go hand-in-hand when it comes to online child 

protection. Developing education initiatives to empower parents and teaching professionals has 

therefore been central to our approach and we remain committed to support innovation in this area.  
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1. Content 

The ICT Principles require under Section 1 – Content that signatories should:  

•       Indicate clearly where a service they offer may include content considered not to be appropriate for children 

and display prominently options which are available to control access to the content. This could include, where 

appropriate for the service, tools to manage access to certain content, advice to users or a recognised system of 

content labelling  

•       Display prominently and in an easily accessible location the Acceptable Use Policy, which should be written in 

easily-understandable language  

•       State clearly any relevant terms of service or community guidelines (i.e. how users are expected to behave 

and what is not acceptable) with which user generated content must comply 

•       Ensure that reporting options are in the relevant areas of the service  

•       Provide notice about the consequences for users if they post content which violates terms of service or 

community guidelines  

•       Continue work to provide innovative solutions able to support child safety protection tools and solutions. 

 

Vodafone’s measures for Content 

N.B. Vodafone no longer offers commercial content on its 

portal or via an in-house App store. However it has 

existing policies and code of conduct that would require 

it to classify commercial content if this changed 

Status:  documentation 

Links/ 

screenshot/ 

examples 

1. Vodafone has had a content classification policy in 

place since 2004 requiring content available on 

Vodafone’s portals to be classified within the local 

market’s national systems 

Completed N/A 

2. Vodafone are signatories to the European Framework 

for Safer mobile Use by Younger Teenagers and 

Children 2007 which includes a requirement to 

classify commercial content 

Completed N/A 

 

 

 

............................... 

 

 



 

 

 Page 3 of 9 

2. Parental controls 

Signatories of the ICT Principles have committed, as relevant for their products or services, to assist parents to limit 

their children’s exposure to potentially inappropriate content and contact. It is recognised that parental controls 

have limitations and cannot replace parents’ engagement in their children’s online use. Measures that are 

available or appropriate to each service/product will vary, but may include:  

•       Manufacturers seeking to optimise hardware design to provide products which simply and clearly help 

parents to set appropriate levels of control on devices.  

•       Network providers seeking to provide necessary tools and settings across their services to enable parents to 

set appropriate levels of control  

•       Service and content providers making available the necessary tools and settings across their services to 

enable parents to set appropriate levels of control. 

 

Vodafone’s measures for Parental Controls Status:  documentation Links/ 

screenshot/ examples 

1. Vodafone has implemented parental controls across 

all its markets in 2007, allowing parents to restrict 

access to age-sensitive commercial content hosted on 

Vodafone’s portals 

Completed  

2. Vodafone also provides solutions for parents to filter 

out adult content on the internet accessed by 

Vodafone networks. Recently Vodafone partnered with 

JusProg to deliver safe browsing in both Germany and 

Netherlands via the Guardian App (See below) 

Completed  

3. Vodafone Guardian (different branding in some 

markets) App is available across all our European 

markets via Google Play and at the end of March had 

480,000 downloads 

Completed www.vodafone.com/par

ents 

 To download 

http://goo.gl/2ztPu 

4. Vodafone is working with its partners to launch 

Guardian in EU markets outside of Vodafone’s 

footprint e.g. Austria, Bulgaria and Croatia 

In Progress N/A 

 

 

 

 

 ........................  

http://www.vodafone.com/parents
http://www.vodafone.com/parents
http://goo.gl/2ztPu
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3. Dealing with abuse/misuse 

The Signatories have committed, when relevant for their services or products, to deal with all abuse/misuse 

related to content or conduct which may be illegal, harmful, offensive or inappropriate e.g. under a company’s 

Acceptable Use Policy. Signatories commit to: 

·       Provide a clear and simple process whereby users can report content or behaviour which breaches the 

service’s terms and conditions 

·       Implement appropriate procedures for reviewing user reports about images, videos, text and other content or 

behaviour; 

·       Provide clear information to users on all available report and review procedures; 

·       Place and review regularly links to these reporting options in appropriate areas of the service; 

·       Place links to relevant child welfare organizations or specialist providers of advice and other confidential 

helplines/support services in appropriate areas; 

·       Ensure that moderators who review user reports are properly trained to determine or escalate content or 

behaviour presented to them. 

 

Vodafone’s measures for dealing 

with misuse/abuse 

Status:  documentation Links/ screenshot/ examples 

1. Vodafone has comprehensive 

customer service contact 

points via our retail outlets, 

our telephone and contact 

centres and online, to 

manage all customer issues 

and reports 

Completed www.help.vodafone.co.uk  

2. Vodafone provides clear 

instructions for reporting 

abuse on Vodafone Cloud, its 

storage and sharing platform. 

Completed See Appendix for Screenshot 

3. Vodafone Germany is piloting 

a free of charge contact point 

by telephone for Child 

Protection issues 

In progress https://www.vodafone.de/unternehmen/soziale-

verantwortung/jugendschutz.html  

See Appendix for Screenshot 

 

........................  

https://www.vodafone.de/unternehmen/soziale-verantwortung/jugendschutz.html
https://www.vodafone.de/unternehmen/soziale-verantwortung/jugendschutz.html
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4. Child Sexual abuse content or illegal contact 

Under this section, the ICT Principles require that signatories, if relevant for their services and products,  

cooperates with law enforcement authorities and other agencies, as provide for in local law, on child sexual abuse 

content or unlawful contact. The Signatories shall: 

¶ Facilitate the notification of suspected child sexual abuse content to the appropriate law enforcement 

channels, in accordance with existing laws and data protection rules; 

¶ Ensure the prompt removal of illegal child sexual abuse content once notified by national law 

enforcement agency 

¶ Provide relevant additional information and/or links to users so they can make a report or obtain 

information about appropriate agencies or organisations that users can contact about making a report or 

obtaining expert advice, at national and EU level. 

 

 

Vodafone’s measures for dealing with 

Child sexual abuse content 

Status:  documentation Links/ screenshot/ 

examples 

1. Vodafone is a member of the IWF and 

has a licence that includes the use of 

the IWF block list in territories 

outside the UK 

Completed www.iwf.uk.org  

2. Vodafone is a member of the Mobile 

Alliance Against Child Sexual Abuse 

Content, supporting the setting up of 

hotlines. 

In progress http://www.gsma.com/publicpolicy

/myyouth/mobiles-contribution-to-

child-protection/mobile-alliance  

3. Vodafone places a requirement on all 

of their subcontracted suppliers and 

internally hosted services to 

implement Vodafone’s 

comprehensive N&TD process which 

manages the escalation and 

takedown of Child Abuse Material 

reported by our customers, hotlines 

and law enforcement agencies 

Completed N/A 

4. Vodafone is committed to supporting 

hotlines in making reporting of CAM 

straightforward 

In Progress Protegeles reporting button  

www.vodafone.es/padres 

See Appendix for screenshot 

 

 

 

........................  

 

http://www.iwf.uk.org/
http://www.gsma.com/publicpolicy/myyouth/mobiles-contribution-to-child-protection/mobile-alliance
http://www.gsma.com/publicpolicy/myyouth/mobiles-contribution-to-child-protection/mobile-alliance
http://www.gsma.com/publicpolicy/myyouth/mobiles-contribution-to-child-protection/mobile-alliance
http://www.vodafone.es/padres
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5. Privacy and control 

The Signatories have committed, when relevant for the services and products, to continue compliance with 

existing data protection and advertising rules and privacy rights as set out in the relevant legal dispositions. In 

addition, the Signatories if appropriate to their service/product, may also: 

¶  Manage privacy settings appropriate for children and young people in ways that ensure they are as safe as 

is reasonably possible; 

¶ Offer a range of privacy setting options that encourage parents, children and young people to make 

informed decisions about their use of the service and the information they post and share with others 

online. These options should be easy to understand, prominently placed, user friendly and accessible; 

¶ Take steps, where appropriate and in accordance with legal obligations, to raise user awareness of 

different privacy controls enabled by services or devices and enable users to use these as appropriate; 

¶ Make reasonable efforts to raise awareness among all parties, service, content, technology and 

application providers, including public bodies, of industry good practice in relation to the protection of 

children and young people online. 

 

 

Vodafone’s measure for dealing with 

privacy 

N.B Vodafone does not offer a social 

networking service or in-house App store 

however it has existing policies and code 

of conduct that would require it to 

provide separate default privacy settings 

for younger users 

Status:  documentation Links/ screenshot/ 

examples 

1. Vodafone has signed up to the GSMA 

Privacy Guidelines for Mobile 

Application Development. The 

guidelines include specific 

requirements concerning the 

collection, access and use of personal 

information where applications are 

directed at or used by children and 

adolescents 

In progress http://www.gsma.com/publicpolicy

/mobile-and-privacy/design-

guidelines  

2. Vodafone has a Privacy commitments 

programme aimed at delivering 

positive solutions 

Completed http://www.vodafone.com/content

/index/about/about_us/privacy/pr

ivacy_award.html  

 

 

...................... 

 

http://www.gsma.com/publicpolicy/mobile-and-privacy/design-guidelines
http://www.gsma.com/publicpolicy/mobile-and-privacy/design-guidelines
http://www.gsma.com/publicpolicy/mobile-and-privacy/design-guidelines
http://www.vodafone.com/content/index/about/about_us/privacy/privacy_award.html
http://www.vodafone.com/content/index/about/about_us/privacy/privacy_award.html
http://www.vodafone.com/content/index/about/about_us/privacy/privacy_award.html
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6. Education and Awareness 

The Signatories commit to raise awareness and provide appropriate information with the aim to: 

¶  Educate children and young people and give them up to date information to manage their access and 

settings in relation to content, services and applications, adding support where possible to existing 

initiatives and partnerships; 

 

¶ Provide advice about features of the service or functionality that are available to allow parents to improve 

the protection of children, such as tools to prevent access to certain types of content or service; 

 

¶ Provide links to other sources of relevant, independent and authoritative advice for parents and carers, 

teachers, and for children; 

 

¶ Provide access to information that will help educate parents, carers, teachers and children about media 

literacy and ethical digital citizenship, and help them think critically about the content consumed and 

created on the Internet; 

 

¶ Encourage parents and teachers to use this information and talk to their children/pupils about the issues 

arising from the use of online services, including such topics as bullying, grooming and, where relevant, 

cost management. 

 

Vodafone’s  measure to raise education and 

awareness 

Status:  Documentation  

See Appendix for Screenshot 

1. Vodafone provides information for parents 

about the importance of content classification 

In progress www.vodafone.com/parents 

2. Vodafone provides information for parents to 

help set parental controls on Vodafone 

products and services that their children are 

likely to use. 

In progress www.vodafone.com/parents 

3. Vodafone has provided a summary of the 

reporting processes for many of the most 

popular online services 

In progress www.vodafone.com/parents 

4. Vodafone provides information about taking 

action against Child Abuse Material, working 

with the IWF to produce a How To Guide 

In progress www.vodafone.com/parents 

5. Vodafone has provided information on privacy 

issues and also worked with Facebook to 

develop a How to Guide  about setting up 

Facebook privacy controls. 

In progress www.vodafone.com/parents 
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Appendix A Sample Screenshots 
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